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Jaburg & Wilk, P.C.

3200 N. Central Avenue, 20th Floor
Phoenix, AZ 85012

602.248.1000

Maria Crimi Speth (012574)
mcs@jaburgwilk.com
Aaron K. Haar (030814)
akh@jaburgwilk.com

Attorneys for Plaintiff

UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF ARIZONA

Future Test, Inc., an Arizona
corporation, Case No.

Plaintiff, COMPLAINT
V.
Domains by Proxy, LLC, a Delaware
limited liability company; Does I-X,
unidentified parties,

Defendants.

Plaintiff Future Test, Inc. alleges as follows:
PRELIMINARY STATEMENT
1. This is an action for false advertising and false designation of origin under

Section 43(a) of the Lanham Act, 15 U.S.C. § 1125(a), and for related claims of

defamation, trademark' infringement, and unjust enrichment under the common law of
the State of Arizona.

PARTIES, JURISDICTION & VENUE

2. Plaintiff Future Test, Inc. is an Arizona corporation with its corporate

headquarters in the State of Arizona, Maricopa County.

! This Complaint refers to the terms “trademark,” “service mark,” and “mark”

interchangeably, and the references herein should be understood as such.
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3. Defendant Domains by Proxy, LLC is a Delaware limited liability
company with its principal place of business in the State of Arizona, Maricopa County.

4. The sole member of Domains by Proxy, LLC is Special Domain Services,
LLC, whose principal place of business is in the State of Arizona, Maricopa County.

5. Defendants Does [-X (the “Doe Defendants™) are presently unknown
persons, partnerships, associations, corporations, and/or limited liability companies
whose true names, identities and status are presently unknown to Plaintiff, and,
therefore, Plaintiff is suing the defendants by such fictitious names. When the true
names and capacities of said defendants are ascertained, Plaintiff will accordingly
amend this Complaint as a matter of right or through leave of Court if required.

6. The Doe Defendants are liable jointly and severally for posting fictitious
job openings on various job websites, pretending to be Future Test, Inc., and defrauding
persons who apply for the fake jobs.

7. This Court has jurisdiction over this action pursuant to 15 U.S.C. § 1121,
28 U.S.C. §§ 1331 and 1338, and pursuant to the principles of supplemental jurisdiction
under 28 U.S.C. § 1367.

8. The Doe Defendants expressly aimed their tortious conduct at the State of
Arizona and caused actual harm the Doe Defendants knew would be suffered in this
State.

0. Venue is proper in this district in that a substantial part of the events or
omissions giving rise to the claim occurred in this district and/or a substantial part of
property that is the subject of the action is situated in this district.

GENERAL ALLEGATIONS
10.  Plaintiff Future Test, Inc. (“Future Test”) provides assembly and testing

services for circuit boards used in production and test automation, test system
integration for electronic devices, and machining services.

11.  Future Test began doing business under the mark FUTURE TEST in
1984.
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12. Future Test’s URL 1is <futuretest.com> and its email server is
<@futuretest.com>.

13.  The Doe Defendants use the domain name <futuretestincaz.com> to carry
out their scheme to impersonate Future Test.

14.  The registrant of the domain name <futuretestincaz.com> is Domains by
Proxy, LLC, which holds the domain name as the designated agent for Doe Defendants.

15.  In 2021, when many companies were hiring remote employees due to the
pandemic, the Doe Defendants began a widespread scheme to solicit and defraud job
candidates by impersonating Future Test.

16. The Doe Defendants engaged in a similar scheme earlier when they
impersonated Harbor Manufacturing, Inc., a company in Tinley Park, Illinois.

17. The Doe Defendants posted job listings with Azjobconnection.com,
Upwork, Governmentjobs.com, Linkedin Talent Solutions, Indeed, Tarta.ai, and Zip
Recruiter.

18.  The job postings falsely represented that they were posted by Future Test.

19.  When victims responded on the job platform, they would receive an email
from a Doe Defendant posing as Marsha Malin, the vice president of Future Test.

20. The Doe Defendants used the email address
<recruit@futuretestincaz.com>.

21.  The Doe Defendants would then direct the victims to a Microsoft Teams
account where the victims would engage in direct message chats with Doe Defendants,
who, in some cases, identified themselves as Marc Walls or Rivas Alejandro.

22.  Future Test does not have an employee named Marc Walls or Rivas
Alejandro.

23.  Using conferencing through Microsoft Teams, the Doe Defendants would
then “interview” the victims for the job position, asking typical interview questions to

make the victims feel comfortable that they were participating in an actual interview.
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24. At the end of the interviews, the victims were told that if they received an
offer of employment, they would need to provide at least two verifications of their
identity, which, they were instructed, could include a passport, birth certificate, driver’s
license, social security card, or State ID.

25.  After the interview, the Doe Defendants sent the victims a job offer letter
containing a forged signature and falsely identifying Future Test as the origin of the
letter.

26.  The job offer letter contained the Future Test, Inc. name and logo.

27.  The content of the job offer letter indicated it was from Future Test.

28.  The victims were instructed to sign and return the job offer letter with the
requested proof of identity.

29. In some cases, the victims were asked for proof of identity before
receiving a job offer.

30.  The victims were provided with an expense reimbursement form and told
that they could use that form to be reimbursed if they purchased items in the course of
their employment.

31.  The reimbursement form asked for a voided check from the victim’s bank
account, ostensibly to directly deposit the reimbursement into the victim’s account.

32. The Doe Defendants also sought and obtained banking information for
purported direct deposits of the victims’ paychecks.

33.  The Doe Defendants even convinced the victims to provide them with a
credit card as part of the process of setting up an Intuit online account that, they
represented, would be used to perform the job.

34.  The scheme sometimes included luring victims to pay the Doe Defendants
using cryptocurrency and Coinbase.

35.  The Doe Defendants convinced the victims to lay out thousands of dollars

in out-of-pocket expenses that they believed would be reimbursed by Future Test.
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36.  One of the victims reported she was tricked by the Doe Defendants into
sending an invoice to a company in Louisiana for $12,500.00 on behalf of Future Test.

37.  Future Test received a demand letter for $13,988.22 from a California law
firm representing a victim who believed she was employed by Future Test and who was
never paid for her work or reimbursed for her out-of-pocket expenses.

38.  Future Test has received calls from seventeen other victims who either
called to confirm they were communicating with Future Test or believed they had been
hired by Future Test.

39.  Each of these victims believed they were communicating with Future Test

when they were, in fact, communicating with the Doe Defendants.

COUNT ONE
(False Advertising, 15 U.S.C. § 1125(a))

40.  Future Test realleges all other allegations in this Complaint.

41. The Doe Defendants, in commercial advertising or promotion,
misrepresented the nature, characteristics, and qualities of their commercial activities.

42.  The Doe Defendants’ misrepresentations deceived or had the capacity to
deceive a substantial segment of Future Test’s consumers and potential consumers.

43. The Doe Defendants’ activities alleged herein were willful and were
intended to and likely to influence consumer decisions.

44.  The Doe Defendants’ activities constitute false advertising in violation of
Section 43(a) of the Lanham Act, 15 U.S.C. § 1125(a).

45. As a result of Defendants’ unlawful activities, Future Test has been
damaged in an amount to be proven at trial.

46. The Doe Defendants’ activities are causing, and unless restrained will
continue to cause, damage, and immediate irreparable harm to Future Test and to its
valuable reputation and goodwill with the consuming public for which Future Test has
no adequate remedy at law.

47.  Future Test is entitled to injunctive relief, an award of actual damages, the

Doe Defendants’ profits, enhanced damages and profits, treble damages, reasonable
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attorney fees, and costs of suit under Sections 34 & 35 of the Lanham Act, 15 U.S.C. §§

1116 & 1117, together with pre- and post-judgment interest.

COUNT TWO
(False Designation of Origin, 15 U.S.C. § 1125(a))

48.  Future Test realleges all other allegations in this Complaint.

49.  The Doe Defendants’ unauthorized use in commerce of the FUTURE
TEST mark and logo is likely to deceive consumers as to origin, source, sponsorship, or
affiliation of the Doe Defendants’ commercial activities, and is likely to cause
consumers to believe, contrary to fact, that the Doe Defendants’ activities are
authorized, endorsed, or sponsored by Future Test, or that the Doe Defendants are in
some way affiliated with or sponsored by Future Test.

50. The Doe Defendants’ unauthorized use in commerce of the FUTURE
TEST mark and logo constitutes use of a false designation of origin and misleading
description and representation of fact.

51.  The Doe Defendants’ conduct is willful and is intended to and is likely to
cause confusion, mistake, or deception as to the affiliation, connection, or association of
the Doe Defendants with Future Test.

52.  The Doe Defendants’ conduct is causing immediate and irreparable harm
and injury to Future Test, and to its goodwill and reputation, and will continue to both
damage Future Test and confuse the public unless enjoined by this court. Future Test
has no adequate remedy at law.

53.  Future Test is entitled to, inter alia, injunctive relief and an award of
actual damages, the Doe Defendants’ profits, enhanced damages and profits, treble
damages, reasonable attorney fees, and costs of the action under Sections 34 and 35 of
the Lanham Act, 15 U.S.C. §§ 1116, 1117, together with prejudgment and post-

judgment interest.

COUNT THREE
(Defamation)

54.  Future Test realleges all other allegations in this Complaint.
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55.  The Doe Defendants made false statements concerning Future Test when,
in the course of defrauding job seekers, they represented that they were Future Test.

56.  The statements were published to third parties by the Doe Defendants.

57.  The Doe Defendants made the statements knowing they were false.

58. The statements bring Future Test into disrepute, contempt or ridicule and
impeach the integrity, reputation, capability and good name of Future Test.

59.  The statement tends to harm Future Test’s reputation because Future Test
will be wrongly associated with illegal conduct and fraud, which may subject Future
Test to civil lawsuits and criminal investigations.

60. Each and all of the statements were published by the Doe Defendants by
reason of evil motives.

61. The statements injure Future Test’s trade or business and are, therefore,
slanderous per se, thereby relieving Future Test of the need to plead or prove special
damages.

62.  Future Test has suffered damages, in addition to the presumed damages,
in an amount to be proven at trial.

63. The Doe Defendants’ actions were willful, intentional, and malicious, and
they should be assessed punitive damages to punish them and deter others from similar

conduct.

COUNT FOUR
(Common Law Trademark Infringement)

64.  Future Test realleges all other allegations in this Complaint.

65. The Doe Defendants’ conduct violates Future Test’s common law
trademark rights.

66.  The public recognizes Future Test as the source of services and jobs under
the FUTURE TEST mark and logo.

67. The Doe Defendants’ actions are likely to cause confusion, or mistake, or
to deceive as to the Doe Defendants’ affiliation, connection, or association with Future

Test, or as to the origin, sponsorship, or approval of their commercial activities.
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68. The Doe Defendants committed these acts maliciously and in conscious

disregard of Future Test’s rights.

COUNT FIVE
(Unjust Enrichment)

69.  Future Test realleges all other allegations in this Complaint.

70.  The Doe Defendants have been enriched by receiving payments as the
result of defrauding job applicants who believed they were interacting with Future Test.

71.  The payments were neither earned nor otherwise justified.

72.  The payments from the job applicants was not intended to be a gift.

73.  Future Test was impoverished by the cost of dealing with the fallout from
the Doe Defendants’ activities, by the negative effect on its reputation resulting from the
Doe Defendants’ activities, and by the increased risk of legal action due to the Doe
Defendants’ activities.

74.  Equity requires that the Doe Defendants compensate Future Test for the

amounts by which they were enriched and by which Future Test was impoverished.

WHEREFORE Plaintiff Future Test, Inc. requests entry of judgment in its favor

and against Domains by Proxy, LLC as follows:
A. For mandatory relief ordering Domains by Proxy, LLC to reveal all
information in its possession about the true identity of the registrant of

<futuretestincaz.com>.

WHEREFORE Plaintiff Future Test, Inc. requests entry of judgment in its favor
and against each of the Doe Defendants as follows:
A. For declaratory relief finding that the Doe Defendants’ activities
complained of herein are unlawful under federal and state law;
B. For an award of actual damages;
C. For an award in an amount equal to the Doe Defendants’ profits
attributable to their unlawful conduct;

D. For an award of enhanced and/or treble damages;
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E. For an award of punitive damages in an amount appropriate to
punish the Doe Defendants for their intentional disregard of Future Test’s rights, and to
deter the Doe Defendants and others from engaging in such misconduct in the future;

F. For an award of attorney fees and costs pursuant to 15 U.S.C.
§ 1117, and as otherwise provided by law;

G. For an award of pre- and post-judgment interest on any ultimate
award to the maximum amount permitted by law;

H. For preliminary and permanent injunctive relief ordering the Doe
Defendants and their employees, agents, officers, directors, attorneys, successors,
affiliates, subsidiaries, and assigns, and any and all persons or entities in active concert
with them, to:

1) Immediately cease and desist from engaging in any further
acts of trademark infringement and unfair competition including, without limitation,
offering, marketing, advertising, promoting, or authorizing any third party to offer,
market, advertise, or promote any goods or services bearing either of the FUTURE
TEST mark, logo, or any other mark that is a confusingly similar variation or colorable
imitation thereof;

i1) Immediately cease and desist from making or displaying any
statement, representation, or depiction that is likely to lead the public or the trade to
believe that (i) the Doe Defendants’ activities are in any manner approved, endorsed,
licensed, sponsored, authorized, or franchised by or associated, affiliated, or otherwise
connected with Future Test or (ii) Future Test’s activities are in any manner approved,
endorsed, licensed, sponsored, authorized, or franchised by or associated, affiliated, or
otherwise connected with the Doe Defendants.

ii1)  Refrain from registering or applying to register any
trademark, service mark, domain name, tradename, or other source identifier or symbol

of origin consisting of or incorporating the FUTURE TEST mark, logo, or any other




JABURG WILK

LAW FIRM

O© 0 3 O N kA~ W N =

N N NN N N N N N M e e e e e e e
cOo 3 O »n A W NN = O VO 00 N O N PR WD = O

Case 2:22-cv-00415-SMB Document 1 Filed 03/17/22 Page 10 of 10

mark that infringes or is likely to be confused with the FUTURE TEST mark or logo, or
any offerings of Future Test, or Future Test as their source;

iv)  Immediately cease and desist from assisting, aiding, or
abetting any third person or entity in doing any act prohibited by the above-referenced
subparagraphs.

L. For such other and further relief as is proper and just.

Jury Trial Demand

Pursuant to Rule 38, Fed. R. Civ. P., Future Test hereby demands a trial by jury

on all issues so triable.

DATED this 17® day of March, 2022.
Jaburg & Wilk, P.C.

/s/Maria Crimi Speth

Maria Crimi Speth

Aaron K. Haar

3200 N. Central Avenue, 20th Floor
Phoenix, AZ 85012

Attorneys for Plaintiff
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