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(57) ABSTRACT

Provided in the embodiments of the present disclosure are a
blockchain-based method and system for handling domain
name abuse. All network nodes in a public blockchain can
report domain name abuse, and all network nodes receiving
reported data are entitled to participate in the process of
judging whether domain name abuse exists in the reported
data. The public blockchain obtains a target judgment result
of whether domain name abuse exists by means of integrat-
ing first judgment results of multiple identification nodes on
whether domain name abuse exists in the reported data and
credit value of each identification node. Alternatively, when
the number of identification nodes in the public blockchain
is less than a preset number of nodes, a consortium block-
chain composed of regulatory agencies directly judges
whether domain name abuse exists in the reported data, and
the judgment result serves as the target judgment result.
Since the target judgment result is obtained through joint
determination of nodes in the public blockchain or the
consortium blockchain, the judgment result is not interfered
by personal factors, with high accuracy and credibility, and
thus the reported data is timely processed.
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BLOCKCHAIN-BASED METHOD AND
SYSTEM FOR HANDLING DOMAIN NAME
ABUSE

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] The present application claims priority to Chinese
Application No. 2019100990254 filed on Jan. 31, 2019,
entitled “Blockchain-Based Method and System for Han-
dling Domain Name Abuse,” which is incorporated herein
by reference in its entirety.

FIELD OF TECHNOLOGY

[0002] The embodiments of the present disclosure relate to
the technical field of domain name maintenance, and more
particularly, to a blockchain-based method and system for
handling domain name abuse.

BACKGROUND

[0003] Domain name abuse refers to the use of domain
names as portals to carry out illegal and criminal activities,
such as phishing, illegal content, malware and viruses etc.
Domain name abuse is a global phenomenon, and it has the
following problems in the current domain name regulation.
(1) There is no unified regulatory agency: the regulators of
domain name abuse may be domain name management
agencies, domain name registrars, and government depart-
ments. There are several government departments, domain
name management agencies and Internet public welfare
organizations that regulate domain name abuse at home. (2)
Regulatory standards are dis-unified: it is difficult to quan-
tify the criteria for judging domain name abuse, and there
are some subjective factors. Different countries have differ-
ent laws and regulations, and there are multiple regulatory
agencies in the same region wherein the regulatory standards
of different agencies may also be different. (3) Regulatory
data is not shared: there are two sources of domain name
abuse data, that is, reporting by users to a certain regulatory
agency and actively reviewing by a regulatory agency. There
is no data sharing mechanism among different regulatory
agencies, and the regulatory data and results are not trans-
parent to the public. (4) There is room for interest rent
seeking: due to the non-publicity of data, there is room for
interest rent seeking in the regulation of domain name abuse.
Due to the fragmented domain name abuse regulatory sys-
tems across regulatory agencies, these problems exist for a
long time and cannot be resolved.

[0004] Inthe process of implementing the embodiments of
the present disclosure, inventors found that the traditional
domain name regulation is susceptible to the interference of
individual subjective factors, and the judgment results for
domain name abuse are inaccurate and domain name abuse
is not judged timely.

SUMMARY

[0005] The technical problems to be solved by the present
disclosure include: the traditional domain name regulation is
susceptible to the interference of individual subjective fac-
tors, the judgment results for domain name abuse are inac-
curate and domain name abuse is not judged timely.

[0006] In order to solve the technical problems above, the
embodiments of the present disclosure provide a blockchain-
based method for handling domain name abuse, including:
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[0007] obtaining the number of identification nodes in a
public blockchain that participate in judging whether
domain name abuse exists in reported data within a set time
limit after any first network node in the public blockchain
receives the reported data of domain name abuse;

[0008] if the number of identification nodes is greater than
or equal to a preset number of nodes, calculating a result of
whether domain name abuse exists in the reported data
according to a first judgment result of each identification
node on whether domain name abuse exists in the reported
data and a credit value of each identification node, as a target
judgment result;

[0009] if the number of identification nodes is less than the
preset number of nodes, sending the reported data to a
consortium blockchain, and taking a received second judg-
ment result of the consortium blockchain on whether domain
name abuse exists in the reported data as a target judgment
result;

[0010] wherein, the consortium blockchain is the block-
chain formed by a second network node where the regula-
tory agency of the domain name is located.

[0011] The present embodiment provides a blockchain-
based system for handling domain name abuse, including a
public blockchain, and a consortium blockchain formed by
a second network node where regulatory agency of the
domain name is located;

[0012] the number of identification nodes in the public
blockchain that participate in judging whether domain name
abuse exists in reported data within a set time limit is
obtained after any first network node in the public block-
chain receives the reported data of domain name abuse;

[0013] if'the number of identification nodes is greater than
or equal to the preset number of nodes, a result of whether
domain name abuse exists in the reported data is calculated
according to a first judgment result of each identification
node on whether domain name abuse exists in the reported
data and a credit value of each identification node, as a target
judgment result; and

[0014] if the number of identification nodes is less than the
preset number of nodes, the reported data is sent to a
consortium blockchain, and a received second judgment
result of the consortium blockchain on whether domain
name abuse exists in the reported data is taken as a target
judgment result.

[0015] Provided in the embodiments of the present dis-
closure are a blockchain-based method and system for
handling domain name abuse. All network nodes in a public
blockchain can report domain name abuse, and all network
nodes receiving reported data are entitled to participate in
the process of judging whether domain name abuse exists in
the reported data. The public blockchain obtains a target
judgment result of whether domain name abuse exists by
means of integrating first judgment results of multiple
identification nodes on whether domain name abuse exists in
the reported data and credit value of each identification
node. Alternatively, when the number of identification nodes
in the public blockchain is less than a preset number of
nodes, a consortium blockchain composed of regulatory
agencies directly judges whether domain name abuse exists
in the reported data, and uses the judgment result as the
target judgment result. Since the target judgment result is
obtained through joint determination of nodes in the public
blockchain or the consortium blockchain, the judgment
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result is not interfered by personal factors and has high
accuracy and credibility, thereby enabling timely processing
of the reported data.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] In order to illustrate the embodiments of the pres-
ent disclosure or the technical solutions in the prior art,
drawings needed in the embodiments or the description of
the prior art will be briefly introduced as follows. Obviously,
the drawings in the following description are only some of
the embodiments of the present disclosure. For those of
ordinary skill in the art, other drawings can be obtained
based on these drawings without paying any creative effort.
[0017] FIG. 1 is a schematic flowchart of a blockchain-
based method for handling domain name abuse according to
an embodiment of the present disclosure;

[0018] FIG. 2 is a business flowchart of a domain name
abuse regulation according to another embodiment of the
present disclosure; and

[0019] FIG. 3 is a schematic diagram of data interaction
between a consortium blockchain and a public blockchain in
a business process according to another embodiment of the
present disclosure.

DETAILED DESCRIPTION

[0020] In order to make the objectives, technical solutions
and advantages of the embodiments of the present disclosure
clearer, the technical solutions in the embodiments of the
present disclosure will be described clearly and completely
in conjunction with the accompanying drawings in the
embodiments of the present disclosure. Obviously, the
embodiments described are part of the embodiments of the
present disclosure, rather than all of the embodiments. Based
on the embodiments in the present disclosure, all other
embodiments obtained by those of ordinary skill in the art
without creative effort shall fall within the protection scope
of the present disclosure.

[0021] Before introducing the method according to the
present embodiment, the blockchain is introduced as fol-
lows: blockchain is a new application mode of computer
technology such as distributed data storage, peer-to-peer
network, consensus mechanism, encryption algorithm, and
the like. Blockchain mainly addresses the issues of trust and
security of transactions, so it proposes four technical inno-
vations in response to related problems: the first is called a
distributed ledger, that is, transaction bookkeeping is com-
pleted by multiple nodes distributed in different places, and
each node records a complete ledger, so all of them can
participate in regulating the legality of transactions, as well
as jointly testify for them. Unlike traditional distributed
storage, the uniqueness of distributed storage of blockchain
is mainly manifested in two ways: first, each node of the
blockchain stores complete data according to a blockchain
structure, while in traditional distributed storage, data is
usually stored in multiple copies according to certain rules;
second, the storage of each node of the blockchain is
independent and equal in status, relying on consensus
mechanism to ensure the consistency of storage, while in
traditional distributed storage, data is generally synchro-
nized through a central node to other backup nodes. Each
node competes to obtain new blocks, and the new blocks
need to be confirmed by a certain number of other nodes
before they can be finally chained, and thus the possibility
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of a single bookkeeper being controlled or bribed to keep
false accounts is avoided. The blockchain system has a
certain tolerance threshold for malicious nodes, and all
nodes in the chain can still reach consensus through the
consensus mechanism as long as the proportion of malicious
nodes is within the threshold. Therefore, theoretically, the
more nodes participating in the chain, the higher the security
of the system.

[0022] The second is called an asymmetric encryption and
authorization technology. The transaction information stored
in the blockchain is public, but the account identity infor-
mation is highly encrypted and can only be accessed with the
authorization of the data owner, thus ensuring data security
and personal privacy.

[0023] The third is called a consensus mechanism, which
is about how to reach a consensus among all the bookkeep-
ing nodes to identify the validity of a record, which is both
a means of identification and a means of preventing tam-
pering. Currently, depending on different application sce-
narios and based on the design goals of high efficiency, high
security, and high availability, various innovative consensus
mechanisms have brought vitality to blockchain technology.
[0024] The consensus mechanism of the blockchain is
characterized by “the minority is subordinate to the major-
ity” and “everyone is equal,” wherein “the minority is
subordinate to the majority” does not exclusively refer to the
number of nodes, but also to computing power, number of
shares, or other computer-comparable characteristic quan-
tity. “Everyone is equal” means that when nodes satisfy the
condition, all these nodes are entitled to preferentially pres-
ent a consensus result, which may ultimately become the
final consensus result after being directly agreed upon by
other nodes. Blockchain is divided into a public blockchain,
a private blockchain and a consortium blockchain according
to different application scenarios. The public blockchain is a
blockchain that is open to the entire network and has no user
authorization mechanism. The private blockchain is a block-
chain in which all the nodes in the network are controlled by
one agency. The consortium blockchain, also known as
industry blockchain, is a blockchain in which authorized
nodes are allowed to join the network and view information
based on permissions, and it is often used between agencies.
[0025] The blockchain-based method for handling domain
name abuse according to the present embodiments uses the
consortium blockchain and public blockchain as data storage
and transmission carriers in the domain name abuse regu-
lation process, and uses the characteristic of decentralization
of blockchain to regulate the public’s reporting and identi-
fication of domain name abuse through smart contracts, to
achieve unified standards for reporting and identification in
the domain name abuse regulation process, and to realize
secure and reliable opening and sharing of regulatory data
and review results.

[0026] FIG. 1 is a schematic flowchart of a blockchain-
based method for handling domain name abuse according to
the present embodiment. As shown in FIG. 1, the method
includes:

[0027] 101: obtaining the number of identification nodes
in a public blockchain that participate in judging whether
domain name abuse exists in reported data within a set time
limit after any first network node in the public blockchain
receives the reported data of domain name abuse;

[0028] 102: if the number of identification nodes is greater
than or equal to the preset number of nodes, calculating a
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result of whether domain name abuse exists in the reported
data according to a first judgment result of each identifica-
tion node on whether domain name abuse exists in the
reported data and a credit value of each identification node,
as a target judgment result; and

[0029] 103: if the number of identification nodes is less
than the preset number of nodes, sending the reported data
to a consortium blockchain, and taking a received second
judgment result of the consortium blockchain on whether
domain name abuse exists in the reported data as a target
judgment result;

[0030] wherein the consortium blockchain is a blockchain
formed by a second network node where the regulatory
agency of the domain name is located.

[0031] The public blockchain is a blockchain composed of
user-oriented network nodes. Each network node of the
public blockchain may report domain name abuse and is
entitled to participate in the process of judging whether
domain name abuse exists in the reported data. After the
reported data is received, if the number of identification
nodes participating in judging whether domain name abuse
exists in the reported data is less than the preset number of
nodes within the set time limit, the judgment result of the
public blockchain is considered untrustworthy, then the
reported data needs to be sent to the consortium blockchain
which will judge whether domain name abuse exists in the
reported data. In the judgement of the public blockchain on
whether domain name abuse exists in the reported data, the
judgment results of multiple network nodes are combined to
determine a final target judgment result, and thus the target
judgment result avoids the interference of accidental factors
in the judgment by a single node, and has high accuracy and
reliability. The public blockchain can process the received
reported data in a timely manner, so that domain name abuse
may be rapidly judged.

[0032] The set time limit is a preset time period, for
example, the set time limit is 2 s. The preset number of nodes
is a preset value, for example, the preset number of nodes is
g, and more concretely, =10, which is not specifically
defined by the present embodiment. In the consortium
blockchain, each second network node of the consortium
blockchain judges and handles according to its own scope of
regulatory business. The judgment made by any node in the
consortium blockchain that domain name abuse exists in the
reported data is the final judgment result of the consortium
blockchain, only if all nodes in the consortium blockchain
identify that domain name abuse does not exist in the
reported data, can it finally be identified that domain name
abuse does not exist in the reported data.

[0033] For example, the set time limit o is 24 hours by
default.
[0034] Provided in the present embodiments is a block-

chain-based method for handling domain name abuse. All
network nodes in a public blockchain can report domain
name abuse, and all network nodes receiving reported data
are entitled to participate in the process of judging whether
domain name abuse exists in the reported data. The public
blockchain obtains a target judgment result of whether
domain name abuse exists in the reported data by means of
integrating first judgment results of multiple identification
nodes on whether domain name abuse exists in the reported
data and credit value of each identification node. Alterna-
tively, when the number of identification nodes in the public
blockchain is less than a preset node number, a consortium
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blockchain composed of regulatory agencies directly judges
whether domain name abuse exists in the reported data, and
the judgment result serves as the target judgment result.
Since the target judgment result is obtained through joint
judgment of nodes in the public blockchain or the consor-
tium blockchain, the judgment result is not interfered by
personal factors and has high accuracy and credibility, and
thus the reported data is timely processed.

[0035] In an embodiment, on the basis of the foregoing
embodiment, the method further includes:

[0036] if the first network node is one of the identification
nodes, judging whether the first judgment result correspond-
ing to the first network node is consistent with the target
judgment result;

[0037] if'the first judgment result corresponding to the first
network node is consistent with the target judgment result,
broadcasting to each network node of the blockchain to add
a first preset number of credit values for the first network
node, so as to add the first preset number of credit values for
the first network node in each network node of the block-
chain.

[0038] In an embodiment, on the basis of the foregoing
embodiments, the method further includes:

[0039] if'the first judgment result corresponding to the first
network node is not consistent with the target judgment
result, broadcasting to each network node of the public
blockchain to deduct a second preset number of credit values
for the first network node, so as to deduct the second preset
number of credit values for the second network node in each
network node of the of the public blockchain.

[0040] Inorder to encourage nodes to report domain name
abuse and participate in the process of judging domain name
abuse, each network node of the public blockchain is set to
have three characteristics: credit value A, participation value
B and accumulate points C. The public’s reporting and
identification of domain name abuse are regulated through
the implementation of smart contracts.

[0041] For identification nodes in the public blockchain, if
the judgment result of the identification node is consistent
with the final target judgment result, the credit value of the
identification node will be increased and otherwise, it will be
reduced.

[0042] There are two implementations in the present
embodiment. (1) Whether the number of identification nodes
is greater than or equal to the preset number of nodes, or is
less than the preset number of nodes, the nodes whose
judgment results are consistent with the target judgment
results will be added by the first preset number of credit
values, and those that are inconsistent will be deducted by
the second preset number of credit values. (2) When the
number of identification nodes is greater than or equal to the
preset number of nodes, the nodes whose judgment results
are consistent with the target judgment results will be added
by the first preset number of credit values, and those that are
inconsistent will be deducted by the second preset number of
credit values; when the number of identification nodes is less
than the preset number of nodes, the nodes whose judgment
results are consistent with the target judgment results will be
added by a seventh preset number of credit values, and those
that are inconsistent will be deducted by a eighth preset
number of credit values.

[0043] For example, for nodes that participate in the
identification, those whose judgment results are consistent
with the final judgment result by the public will obtain r



US 2021/0266337 Al

credits; those whose judgment results are inconsistent with
the final judgment result by the public will be deducted by
s credits. After being secondly identified by the regulatory
agencies in the consortium blockchain, the credit value of
the original reporting node in the public blockchain will be
added by u. The value of u can be dynamically adjusted
according to actual business conditions, and is 1 by default.

[0044] Wherein, the first preset number is r, and the
second preset number is s; ris 0.1 by default, and s is a value
from O to 1.

[0045] According to the blockchain-based method for
handling domain name abuse in the present embodiment, the
credit value of the network node can be adjusted based on
whether the judgment result is consistent with the final target
judgment result, so that the network node providing an
accurate judgment has a higher credit value, thereby increas-
ing the accuracy of the judgment result.

[0046] In an embodiment, on the basis of the foregoing
embodiments, the method further includes:

[0047] for a third network node in the public blockchain
that reports domain name abuse, if the target judgment result
is that domain name abuse exists in the reported data,
broadcasting to each network node of the public blockchain
to add a third preset number of credit values for the third
network node, so as to add the third preset number of credit
values for the third network node in each network node of
the public blockchain.

[0048] In an embodiment, on the basis of the foregoing
embodiments, the method further includes:

[0049] if the target judgment result is that domain name
abuse does not exist in the reported data, broadcasting to
each network node of the public blockchain to deduct a
fourth preset number of credit values for the third network
node, so as to deduct the fourth preset number of credit
values for the third network node in each network node of
the of the public blockchain.

[0050] The third preset number is y, and the fourth preset
number is z; y is 1 by default, and z is a value from 0 to 1.
In order to encourage accurate reporting of domain name
abuse, the reporting node whose target judgment result is
that domain name abuse exists will be added by the third
preset number of credit values; and the reporting node
whose target judgment result is that domain name abuse
does not exist will be deducted by the fourth preset number
of credit values.

[0051] In an embodiment, on the basis of the foregoing
embodiments, said if the number of identification nodes is
greater than or equal to the preset number of nodes, calcu-
lating a result on whether domain name abuse exists in the
reported data according to a first judgment result of each
identification node on whether domain name abuse exists in
the reported data and a credit value of each identification
node, as the target judgment result includes:

[0052] if'the number of identification nodes is greater than
or equal to the preset number of nodes, obtaining the first
judgment result of each identification node on whether
domain name abuse exists in the reported data, and numer-
ating the first judgment result; calculating a numerical result
for indicating whether domain name abuse exists in the
reported data from an equation
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based on the numerated first judgment result and the credit
value of each identification node, and obtaining the target
judgment result that whether domain name abuse exists in
the reported data according to a numerical range to which
the numerical result belongs;

[0053] wherein, M is a numerical result indicating whether
domain name abuse exists in the reported data, n is the total
number of identification nodes in the public blockchain, k
represents the k-th identification node, m is a numerical
value of the first judgment result of the k-th identification
node, and A is a credit value of the k-th identification node;
if M>1, the target judgment result is that domain name abuse
exists in the reported data, and if M<1, the target judgment
result is that domain name abuse does not exist in the
reported data; if the first judgment result of an identification
node is that domain name abuse exists in the reported data,
m=1, otherwise, m=0.

[0054] M greater than 1 means that the public confirms the
domain name abuse. When n is greater than or equal to q, the
above equation is used to calculate a numerical result
indicating whether domain name abuse exists in the reported
data. Wherein, q is the preset number of nodes.

[0055] According to the blockchain-based method for
handling domain name abuse provided in the present
embodiment, the final target judgment result is determined
by means of combining the judgment results and credit
values of the identification nodes through the preset calcu-
lation equation, thereby improving the accuracy of the target
judgment result.

[0056] Specifically, FIG. 2 is a business flowchart of a
domain name abuse regulation according to the present
embodiment. As shown in FIG. 2, the reported data is
reviewed in the public blockchain, and the value of M is
judged through the judgment method specified in the con-
tract to determine whether domain name abuse exists. When
the public identifies that domain name abuse exists, a second
identification is then made by the regulatory agency to
ensure the correctness of the judgment result of domain
name abuse.

[0057] In an embodiment, on the basis of the foregoing
embodiments, the method further includes:

[0058] after the first network node as an identification
node participates in judging whether domain name abuse
exists in the reported data each time, broadcasting to each
network node of the public blockchain to add a fifth preset
number of participation values and point increment for the
first network node, so as to add the fifth preset number of
participation values and point increment for the first network
node in each network node of the public blockchain.
[0059] In an embodiment, on the basis of the foregoing
embodiments, the method further includes:

[0060] after the first network node reports domain name
abuse each time, broadcasting to each network node of the
public blockchain to add a sixth preset number of partici-
pation values and point increment for the first network node,
so0 as to add the sixth preset number of participation values
and point increment for the first network node in each
network node of the public blockchain.
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[0061] In an embodiment, on the basis of the foregoing
embodiments, the method further includes:

[0062] in the public blockchain, nodes with higher par-
ticipation values have more permissions, and points of the
network nodes can be redeemed for the set reward products.
[0063] The participation value is x, and x is 1 by default.
The fifth preset number is p, and the default value of p is 0.1.
The initial value of the points is set to O.

[0064] Specifically, (1) a node in the public blockchain can
submit a domain name abuse report, and will get X partici-
pation values and x points for each reporting; a reporting
node whose domain name abuse report is finally identified
will get a credit value of y for each report, and a reporting
node whose domain name abuse report fails to pass the
public’s review will be deducted by a dynamic credit value
of'z. (2) Other nodes in the public blockchain can review the
reported data within the set time limit o, and judge whether
domain name abuse exists in the reported data, the judgment
being numerated as m (yes as 1, no as 0), and p participation
values can be obtained for each review. A final identification
result M is calculated by taking weighted average of the
credit value of each node participating in the identification.
If M is greater than 1, it means that the public identifies the
domain name abuse. When the set time limit o is exceeded
and the number of public reviewers k is still less than q, the
reported data directly enters the consortium blockchain for
being identified. (3) The domain name abuse data identified
by the public enters the consortium blockchain composed of
regulatory agencies, and the regulatory agencies will con-
duct secondary identification and final disposal in accor-
dance with their review scope and in the light of internal
business logic. (4) The points of nodes in the public block-
chain can be redeemed for rewards, the redemption rules are
formulated by the regulatory agencies according to the
actual situation, and the redemption situation is written into
the public blockchain and open to the public.

[0065] For example, a public node discovers a domain
name abuse in daily online behavior and submits an abuse
report, other public nodes can participate in the identifica-
tion of domain name abuse. Each node obtains credit value,
participation value and points according to the contribution
in the reporting and identification work, and the points can
be used to redeem rewards. The identification result of
domain name abuse by the public will be reported to various
regulatory agencies through the consortium blockchain.
Alternatively, the regulatory agencies obtain the domain
name abuse data after public identification from the consor-
tium blockchain, and conduct secondary identification and
disposal of the abuse data based on its own business scope.
The results of identification and disposal will be disclosed to
the public through the public blockchain.

[0066] On the other hand, the present embodiment pro-
vides a blockchain-based system for handling domain name
abuse, including a public blockchain, and a consortium
blockchain formed by a second network node where the
regulatory agency of the domain name is located;

[0067] the number of identification nodes in the public
blockchain that participate in judging whether domain name
abuse exists in reported data within a set time limit is
obtained after any first network node in the public block-
chain receives the reported data of domain name abuse;
[0068] if the number of identification nodes is greater than
or equal to the preset number of nodes, a result that whether
domain name abuse exists in the reported data is calculated

Aug. 26, 2021

according to a first judgment result of each identification
node on whether domain name abuse exists in the reported
data and a credit value of each identification node, as a target
judgment result;

[0069] if the number of identification nodes is less than the
preset number of nodes, the reported data is sent to the
consortium blockchain, and a received second judgment
result of the consortium blockchain on whether domain
name abuse exists in the reported data is taken as a target
judgment result.

[0070] FIG. 3 is a schematic diagram of data interaction
between a consortium blockchain and a public blockchain in
a business process according to the present embodiment. As
shown in FIG. 3, in the public blockchain, after the reporting
node reports a domain name abuse, if only the public
identifies domain abuse, the credit value of the reporting
node will be increased. If the judgment results of the
identification nodes participating in the identification are
consistent with the public identification result, the credit
values of the identification nodes will also be increased.
When there are fewer identification nodes participating in
the identification, the identification is made by the consor-
tium blockchain. The consortium blockchain sends the
results by the regulatory nodes to the public blockchain.
[0071] The system, supported by the underlying technol-
ogy of the blockchain, regulates and encourages the public
to report and identify domain name abuse in a crowdsourc-
ing manner by means of smart contracts, thereby achieving
a fair and impartial blacklisting common review mechanism;
meanwhile, it avoids individual subjective factors in the
process of domain name regulation and unifies the public
standards of domain name abuse regulation; in addition, the
system also enables fast, secure and reliable sharing of
domain name abuse data among various regulatory agencies.
[0072] Provided in the present embodiments is a block-
chain-based system for handling domain name abuse. All
network nodes in a public blockchain can report domain
name abuse, and all network nodes receiving reported data
are entitled to participate in the process of judging whether
domain name abuse exists in the reported data. The public
blockchain obtains a target judgment result of whether
domain name abuse exists in the reported data by means of
integrating first judgment results of multiple identification
nodes on whether domain name abuse exists in the reported
data and credit value of each identification node. Alterna-
tively, when the number of identification nodes in the public
blockchain is less than a preset node number, a consortium
blockchain composed of regulatory agencies directly judges
whether domain name abuse exists in the reported data, and
the judgment result serves as the target judgment result.
Since the target judgment result is obtained through joint
determination of nodes in the public blockchain or the
consortium blockchain, the judgment result is not interfered
by personal factors and has high accuracy and credibility,
thereby enabling timely processing of the reported data.
[0073] Insummary, in the method and system according to
the present embodiments, public reporting of domain name
abuse is regulated based on the contract of the public
blockchain, domain name abuse reporting standards are
unified in the form of crowdsourcing and smart contracts,
and individual subjective factors are avoided; moreover, the
number of invalid reports is greatly decreased and thus the
disposal efficiency of regulatory agencies is improved; the
public is rewarded for reporting and collaborative review
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using smart contracts, which encourages active public par-
ticipation; the respective business processes and business
systems of various regulatory agencies have been fully
considered, and the public blockchain and the consortium
blockchain are only used as unified entry for data reporting
and export of disposal results without involving the existing
business systems of regulatory agencies; the domain name
abuse data identified and disposed by each regulatory
agency is recorded by using the double chains of consortium
blockchain and public blockchain, and the data is uniformly
opened and shared to each regulatory agency and the public
s0 as to avoid being replaced and tampered with in the later
stage.

[0074] Finally, it should be noted that the above embodi-
ments are only for illustrating the technical solutions of the
present disclosure, rather than limiting them; although the
present disclosure has been described in detail with refer-
ence to the foregoing embodiments, those skilled in the art
should understand that the technical solutions documented
in the preceding embodiments may still be modified, or parts
or all of the technical features thereof can be equivalently
substituted; and such modifications or substitutions do not
deviate from scope of the technical solutions of the embodi-
ments of the present disclosure.

1. A computer-implemented blockchain-based method for
handling domain name abuse, comprising:

obtaining a number of identification nodes in a public
blockchain that participate in judging whether domain
name abuse exists in reported data within a set time
limit after any first network node in the public block-
chain receives the reported data of domain name abuse;

in response to determining that the number of identifica-
tion nodes is greater than or equal to a preset number
of nodes, calculating a result of whether domain name
abuse exists in the reported data according to a first
judgment result of each identification node on whether
domain name abuse exists in the reported data and a
credit value of each identification node as a target
judgment result; and

in response to determining that the number of the iden-
tification nodes is less than the preset number of nodes,
sending the reported data to a consortium blockchain,
and taking a received second judgment result of the
consortium blockchain, on whether domain name abuse
exists in the reported data as the target judgment result;

wherein, the consortium blockchain is a blockchain
formed by a second network node where a regulatory
agency of the domain name is located.

2. The method of claim 1, further comprising:

in response to determining that the first network node is
one of the identification nodes:

judging whether the first judgment result corresponding
to the first network node is consistent with the target
judgment result; and

in response to determining that the first judgment result
corresponding to the first network node is consistent
with the target judgment result, broadcasting to each
network node of the blockchain to add a first preset
number of credit values for the first network node, so
as to add the first preset number of credit values for
the first network node in each network node of the
blockchain.
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3. The method of claim 2, further comprising:

in response to determining that the first judgment result
corresponding to the first network node is not consis-
tent with the target judgment result, broadcasting to
each network node of the public blockchain to deduct
a second preset number of credit values for the first
network node, so as to deduct the second preset number
of credit values for the second network node in each
network node of the of the public blockchain.

4. The method of claim 1, further comprising:

for a third network node in the public blockchain that

reports domain name abuse, in response to determining
that the target judgment result indicates that a domain
name abuse exists in the reported data, broadcasting to
each network node of the public blockchain to add a
third preset number of credit values for the third
network node, so as to add the third preset number of
credit values for the third network node in each net-
work node of the of the public blockchain.

5. The method of claim 4, further comprising:

in response to determining that the target judgment result

indicates that a domain name abuse does not exist in the
reported data, broadcasting to each network node of the
public blockchain to deduct a fourth preset number of
credit values for the third network node, so as to deduct
the fourth preset number of credit values for the third
network node in each network node of the of the public
blockchain.

6. The method of claim 1, wherein said in response to
determining that the number of identification nodes is
greater than or equal to the preset number of nodes, calcu-
lating a result of whether domain name abuse exists in the
reported data according to a first judgment result of each
identification node on whether domain name abuse exists in
the reported data and a credit value of each identification
node, as a target judgment result comprises:

in response to determining that the number of identifica-

tion nodes is greater than or equal to the preset number
of nodes, obtaining a first judgment result of each
identification node on whether domain name abuse
exists in the reported data, and numerating the first
judgment result; calculating a numerical result for
indicating whether domain name abuse
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exists in the reported data from an equation

based on the numerated first judgment result and the
credit value of each identification node, and obtaining
the target judgment result of whether domain name
abuse exists in the reported data according to a numeri-
cal range in which the numerical result is located;

wherein, M is a numerical result indicating whether
domain name abuse exists in the reported data, n is a
total number of identification nodes in the public block-
chain, k represents the k-th identification node, m is a
numerical value of the first judgment result of the k-th
identification node, and A is a credit value of the k-th
identification node; if M>1, the target judgment result
indicates that a domain name abuse exists in the
reported data, and if M<1, the target judgment result
indicates that a domain name abuse does not exist in the



US 2021/0266337 Al

7.

reported data; in response to determining that the first
judgment result of an identification node indicates that
a domain name abuse exists in the reported data, m=1,
otherwise, m=0.

The method of claim 1, further comprising:

after the first network node as an identification node

8.

participates in judging whether domain name abuse
exists in the reported data each time, broadcasting to
each network node of the public blockchain to add a
fifth preset number of participation values and point
increment for the first network node, so as to add the
fifth preset number of participation values and point
increment for the first network node in each network
node of the public blockchain.

The method of claim 1, further comprising:

after the first network node reports domain name abuse

9

each time, broadcasting to each network nodes of the
public blockchain to add a sixth preset number of
participation values and point increment for the first
network node, so as to add the sixth preset number of
participation values and point increment for the first
network node in each network node of the public
blockchain.

. The method of claim 1, further comprising:

in the public blockchain, nodes with higher participation

values having more permissions, and redeeming points
of the network nodes for set reward products.
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10. A computer-implemented blockchain-based system
for handling domain name abuse, comprising:
a public blockchain, and
a consortium blockchain formed by a second network
node where a regulatory agency of the domain name is
located;
wherein:

a number of identification nodes in the public block-
chain that participate in judging whether domain
name abuse exists in reported data within a set time
limit is obtained after any first network node in the
public blockchain receives the reported data of
domain name abuse;

wherein the blockchain-based system is configured to:
in response to determining that the number of iden-

tification nodes is greater than or equal to a preset
number of nodes, calculate a result of whether
domain name abuse exists in the reported data
according to a first judgment result of each iden-
tification node on whether domain name abuse
exists in the reported data and a credit value of
each identification node, as a target judgment
result; and
in response to determining that the number of identification
nodes is less than the preset number of nodes, send the
reported data to a consortium blockchain, and determine that
a received second judgment result of the consortium block-
chain on whether domain name abuse exists in the reported
data is a target judgment result.
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