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Provided are a method and an apparatus for resolving a
domain name based on a co-governance chain. The method
includes: determining data distribution nodes, and construct-
ing a root domain name co-governance chain based on the
data distribution nodes; obtaining trusted root zone data
based on the root domain name co-governance chain, and
constructing a co-governance root service based on the
trusted root zone data; and resolving a domain name by
applying a recursive resolution mode based on the co-
governance root service and corresponding data in the root
domain name co-governance chain, in response to receiving
a domain name resolution request. With the root domain
name co-governance chain, a decentralized processing mode

(Continued)

Managerment

Hesolution

committee

Fesofution

Co
conunitice



US 11,558,343 B2
Page 2

is used, nodes are equal, and it is only required to make an
adjustment in a certain node upon resolving a domain name,
thereby avoiding risks such as single point management and
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METHOD AND APPARATUS FOR
RESOLVING DOMAIN NAME BASED ON
CO-GOVERNANCE CHAIN

This application is the national phase of International
Application No. PCT/CN2020/121069, titled “METHOD
AND APPARATUS FOR RESOLVING DOMAIN NAME
BASED ON CO-GOVERNANCE CHAIN,” filed on Oct.
15, 2020, which claims priority to Chinese Patent Applica-
tion No. 202011057496.8, titled “METHOD AND APPA-
RATUS FOR RESOLVING DOMAIN NAME BASED ON
CO-GOVERNANCE CHAIN,” filed on Sep. 30, 2020 with
the China National Intellectual Property Administration
(CNIPA), which is incorporated herein by reference in its
entirety.

TECHNICAL FIELD

The present disclosure relates to the technical field of
block chains, and in particular to a method and an apparatus
for resolving a domain name based on a co-governance
chain.

BACKGROUND

In the current Domain Name Server (DNS), namespace
structure, domain name allocation and resolution process are
all strictly hierarchical. As shown in FIG. 1, a domain name
hierarchy includes a root domain, a top-level domain (e.g.,
.com, .cn, .org and .net) and a second-level domain (e.g.,
CNNIC.CN and BAIDU.CN). The CNNIC.CN further
includes subdomains WWW.CNNIC.CN and MAIL.CN-
NIC.CN. The root resolution system is a starting point for
domain name resolution and is the center of the system
structure. At present, root zone data management is mainly
handled by an Internet Assigned Numbers Authority, and
domain name resolution is performed in a centralized man-
agement mode.

After studying the conventional centralized management
process, it is found that in the centralized management
mode, the domain name data management requires deter-
mination from the Internet Assigned Numbers Authority,
resulting in risks such as single point management and
centralization.

SUMMARY

In view of the above, a method and an apparatus for
resolving a domain name based on a co-governance chain
are provided in the present disclosure, to solve the problem
that a domain name resolution requires determination from
the Internet Assigned Numbers Authority in the conven-
tional centralized management mode which will result in
single point management, centralization and other risks. The
specific solutions are as follows.

A method for resolving a domain name based on a
co-governance chain includes:

determining data distribution nodes, and constructing a
root domain name co-governance chain based on the data
distribution nodes;

obtaining trusted root zone data based on the root domain
name co-governance chain, and constructing a co-gover-
nance root service based on the trusted root zone data; and

resolving a domain name by applying a recursive resolu-
tion mode based on the co-governance root service and
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2

corresponding data in the root domain name co-governance
chain, in response to receiving a domain name resolution
request.

In an embodiment, in the above method, the determining
data distribution nodes and constructing a root domain name
co-governance chain based on the data distribution nodes
includes:

determining each of the data distribution nodes in the root
domain name co-governance chain based on a country code
top-level domain system and a generic top-level domain
system,

obtaining top-level domain data, blacklist data and
whitelist data; and

backing up the top-level domain data, the blacklist data
and the whitelist data to each of the data distribution nodes,
to construct the root domain name co-governance chain.

In an embodiment, in the above method, the obtaining
trusted root zone data based on the root domain name
co-governance chain and constructing a co-governance root
service based on the trusted root zone data includes:

synchronizing the trusted root zone data to the co-gover-
nance root service via the data distribution nodes in the root
domain name co-governance chain;

setting a recursive resolution service mode in the co-
governance root service; and

configuring a DNS security extension function in the
co-governance root service.

In an embodiment, in the above method, the resolving a
domain name by applying a recursive resolution mode based
on the co-governance root service and corresponding data in
the root domain name co-governance chain in response to
receiving a domain name resolution request comprises:

obtaining an IP address comprised in the domain name
resolution request, in response to receiving the domain name
resolution request;

transmitting a resolution request to the co-governance
root service when the IP address is not found by a recursive
server; and

transmitting a resolution request to the root domain name
co-governance chain when the IP address is not found by the
co-governance root service, obtaining top-level authoritative
domain information associated with the IP address, and
feeding back the top-level authoritative domain information.

In an embodiment, the above method further includes:

obtaining a service corresponding to the IP address upon
finding the IP address.

In an embodiment, the above method further includes:

obtaining unbacked-up data from an Internet Assigned
Numbers Authority; and

backing up the unbacked-up data to the root domain name
co-governance chain.

An apparatus for resolving a domain name based on a
co-governance chain includes:

a determination and construction module, configured to
determine data distribution nodes and construct a root
domain name co-governance chain based on the data distri-
bution nodes;

a construction module, configured to obtain trusted root
zone data based on the root domain name co-governance
chain and construct a co-governance root service based on
the trusted root zone data; and

a resolution module, configured to resolve a domain name
by applying a recursive resolution mode based on the
co-governance root service and corresponding data in the
root domain name co-governance chain, in response to
receiving a domain name resolution request.
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In an embodiment, in the above apparatus, the determi-
nation and construction module includes:

a determination unit, configured to determine each of the
data distribution nodes in the root domain name co-gover-
nance chain based on a country code top-level domain
system and a generic top-level domain system;

an acquisition unit, configured to obtain top-level domain
data, blacklist data and whitelist data; and

a backup unit, configured to back up the top-level domain
data, the blacklist data and the whitelist data to each of the
data distribution nodes, to construct the root domain name
co-governance chain.

In an embodiment, in the above apparatus, the construc-
tion module comprises:

a synchronization unit, configured to synchronize the
trusted root zone data to the co-governance root service via
the data distribution nodes in the root domain name co-
governance chain;

a mode configuration unit, configured to set a recursive
resolution service mode in the co-governance root service;
and

a function configuration unit, configured to configure a
DNS security extension function in the co-governance root
service.

In an embodiment, in the above apparatus, the resolution
module includes:

an acquisition unit, configured to obtain an IP address
comprised in the domain name resolution request in
response to receiving the domain name resolution request;

a first transmission unit, configured to transmit a resolu-
tion request to the co-governance root service when the IP
address is not found by a recursive server; and

an acquisition and feedback unit, configured to transmit a
resolution request to the root domain name co-governance
chain when the IP address is not found by the co-governance
root service, obtain top-level authoritative domain informa-
tion associated with the IP address, and feedback the top-
level authoritative domain information.

Compared with the conventional technology, the present
disclosure has the following advantages.

A method and an apparatus for resolving a domain name
based on a co-governance chain are provided in the present
disclosure. The method includes: determining data distribu-
tion nodes, and constructing a root domain name co-gover-
nance chain based on the data distribution nodes; obtaining
trusted root zone data based on the root domain name
co-governance chain, and constructing a co-governance root
service based on the trusted root zone data; and resolving a
domain name by applying a recursive resolution mode based
on the co-governance root service and corresponding data in
the root domain name co-governance chain, in response to
receiving a domain name resolution request. With the above
resolution method, a root domain name co-governance chain
is constructed based on blockchain technology, without
performing centralized management by the Internet
Assigned Numbers Authority. With the root domain name
co-governance chain, a decentralized processing mode is
used, each node is equal, and it is only required to make an
adjustment in a certain node upon resolving a domain name,
thereby avoiding the risks, such as single point management
and centralization.

BRIEF DESCRIPTION OF THE DRAWINGS

The drawings to be used in the description of the embodi-
ments or the conventional technology are described briefly
as follows, so that the technical solutions in the embodi-
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4

ments of the present disclosure or the conventional technol-
ogy are clearly illustrated. It is apparent that the drawings in
the following description only illustrate some embodiments
of the present disclosure. For those skilled in the art, other
drawings may be obtained based on these drawings without
any creative work.

FIG. 1 is a schematic diagram of a domain name resolu-
tion architecture according to the conventional technology;

FIG. 2 is a schematic diagram of a domain name resolu-
tion architecture according to an embodiment of the present
disclosure;

FIG. 3 is a flow chart of a method for resolving a domain
name based on a co-governance chain according to an
embodiment of the present disclosure;

FIG. 4 is a schematic structural diagram of a co-gover-
nance chain according to an embodiment of the present
disclosure;

FIG. 5 is a schematic structural diagram of an apparatus
for resolving a domain name based on a co-governance
chain according to an embodiment of the present disclosure;
and

FIG. 6 shows a process of determining a data distribution
node according to an embodiment of the present disclosure.

DETAILED DESCRIPTION OF THE
EMBODIMENTS

The technical solution according to the embodiments of
the present disclosure will be described clearly and com-
pletely as follows in conjunction with the drawings. It is
apparent that the described embodiments are only a few
rather than all of the embodiments according to the present
disclosure. Any other embodiments obtained by those
skilled in the art based on the embodiments in the present
disclosure without any creative work fall within the protec-
tion scope of the present disclosure.

With the above descriptions of the disclosed embodi-
ments, the skilled in the art may practice or use the present
disclosure. Various modifications to the embodiments are
apparent for the skilled in the art. The general principle
defined herein may be implemented in other embodiments
without departing from the spirit or scope of the present
disclosure. Therefore, the present disclosure should not be
limited to the embodiments disclosed herein, but has the
widest scope in accordance to the principle and the novel
features disclosed herein.

A method and an apparatus for resolving a domain name
based on a co-governance chain are provided in the present
disclosure, and may be applied in a domain name resolution
process. In the current Domain Name Server (DNS),
namespace structure, domain name allocation and resolution
process are all strictly hierarchical. The root resolution
system is a starting point for domain name resolution and is
the center of the system structure. At present, root zone data
management is mainly handled by an Internet Assigned
Numbers Authority, which makes a centralized management
on the domain name resolution process. The centralized
management mode requires a determination from the Inter-
net Assigned Numbers Authority, upon resolving a domain
name, thereby resulting in a cumbersome domain name
resolution process. Furthermore, 13 root servers and their
mirror servers are run by 12 organizations, thus it is difficult
to support and meet the cyberspace management trend of
openness and interconnection of global internet and multi-
party co-governance, and it is also not conducive to safe-
guarding the cyberspace sovereignty of countries around the
world.
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To solve the above problems, in the present disclosure, a
domain name resolution architecture is constructed based on
blockchain technology. The blockchain is a new application
mode of computer technologies such as distributed data
storage, point-to-point transmission, consensus mechanism
and encryption algorithm. The blockchain technology may
use block chain data structure to verify and store data, use
distributed node consensus algorithm to generate and update
data, use cryptography to ensure the security of data trans-
mission and data access, and use automatic script codes
(smart contracts) to program and operate data, and the
blockchain is a new decentralized infrastructure and distrib-
uted storage system. There is no central node in the block-
chain, all nodes are equal, and consistency of data at each of
the nodes is ensured by using cryptography and consensus
mechanism.

The characteristics of the blockchain are mainly reflected
in the following three aspects:

Decentralization. In a blockchain network, all nodes are
equal to each other and are not controlled by a certain single
node, or an individual or organization. Data of the block-
chain is stored on multiple nodes in the network, which is
very different from that data is stored on one or several
nodes according to the conventional technology.

Information cannot be tampered with. When each trans-
action in the blockchain reaches a node in the blockchain,
the node will verify a signature of the transaction. If the
signature is incorrect, data will be discarded. Only the user
with a private key can modify the transaction, and other
users cannot modify the transaction. The blockchain is a
chain formed by linearly connecting blocks. Data cannot be
tampered with, which is guaranteed by cryptography, hash
function, and the like.

Information can be traced. A hash value of each block in
the blockchain identifies a transaction, thereby forming an
interconnected chain structure. Therefore, the blockchain
contains all the transactions that have occurred in the entire
blockchain network, and each new transaction is generated
on a basis of an original transaction. Based on the continuity
between transactions, each transaction can be traced to a
source, to verify the legality of the transaction.

Therefore, how to design an algorithm compatible with
the conventional business logic to achieve a decentralized,
equal and open name system and support diversified security
and business supervision is still a big research challenge. In
particular, the design of a new domain name root resolution
system based on blockchain from the perspective of archi-
tecture is an application field that the current DNS technol-
ogy research and governance community and the blockchain
practitioners are concerned about. The new system also
poses new challenges to efficient and reliable storage man-
agement and accurate security incident analysis. Based on
the decentralization concept of the blockchain, the system
innovation in the field of domain name root resolution is not
only an improvement in the efficiency, the scalability, and
the response to the increasing large-scale Distributed Denial
of Service (DDoS) attacks in the conventional centralized
service architecture, and but also is conducive to safeguard-
ing the cyberspace sovereignty of countries around the
world.

It is very important to construct, based on the blockchain
technology, a new root domain name and an authoritative
domain name resolution system architecture, a protocol and
a standard which are decentralized, participated by multiple
parties, equal, open, and supervisable. To achieve this goal,
a resolution architecture as shown in FIG. 2 is proposed. In
the architecture,
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(1) a co-governance chain is designed to achieve a new
root domain name data management system which is decen-
tralized, participated by multiple parties, endogenous secu-
rity, and supervisable, where the co-governance chain
includes multiple data distribution nodes;

(2) a co-governance root is proposed to realize a new root
service system which is equal, open, efficient, scalable,
compatible and evolvable, and a secure and reliable data
support is provided for the co-governance root by the data
distribution nodes on the co-governance chain, where the
co-governance root is a global-deployed co-governance root
service (main root/mirror root);

(3) a domain name resolution protocol, including a co-
governance root and an enhanced recursive node, is
designed to meet domain name resolution requirements such
as high efficiency and security, user transparency, and com-
patible evolution, where the enhanced recursive node is a
recursive server for transferring a request between a client
and a global co-governance root service (e.g., a top-level
authoritative domain name service, and authoritative domain
name services at other levels); and

(4) data is supplemented in an evolution stage by the
Internet Assigned Numbers Authority (IANA), to achieve
smooth evolution.

With the new domain name resolution system, the cyber-
space sovereignty of various countries can be safeguarded,
and the multi-party co-governance management mode for
the Internet can be effectively supported technically. The
new domain name resolution system is compatible with the
conventional domain name resolution system. In addition,
network experimental verification for the business, perfor-
mance and security of the new domain name resolution
system can be performed. The new domain name resolution
system is suitable for gradual deployment and evolution in
stages without changing an operation mode of the conven-
tional authoritative and recursive resolution infrastructure,
to finally realize a new domain name service system with
multilateral and multi-party co-governance and supervision.

Based on the above problems, a method for resolving a
domain name based on a co-governance chain is provided in
the present disclosure. FIG. 3 shows an execution process of
the resolution method. The method includes following steps
S101 to S103.

In step S101, data distribution nodes are determined, and
a root domain name co-governance chain is constructed
based on the data distribution nodes.

In an embodiment of the present disclosure, the domain
name system includes a country code top-level domain
(ccTLD) system and a generic top-level domain (gTLD)
system. In the country code top-level domain (ccTLD)
system, each node is a country code top-level domain
management agency. In the generic top-level domain
(gTLD) system, each node is a commercial organization.
Therefore, two committees are defined, that is, a ccTLD
committee and a gTL.D committee. The ccTLD committee is
responsible for vote initiation and admittance related to the
country code top-level domain, and the gTLLD committee is
responsible for vote initiation and admittance related to the
generic top-level domain.

FIG. 6 shows the process of determining a data distribu-
tion node. A request to applying for becoming a data
distribution node is sent to a registry. The committee
(ccTLD committee or gTLD committee) reviews the
request, and initiates a vote among nodes after the review is
completed. If the number of votes allowing the node to join
is greater than two-thirds of the total number of votes, the
node is allowed to become a data distribution node. The
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node is written into the root domain name co-governance
chain, and the process of determining a data distribution
node ends.

Further, it is to obtain multi-party co-governance root
zone management on top-level domain data, blacklist data
(e.g., a phishing domain name) and whitelist data (e.g., an
important website domain name) by multi-roles including
ccTLD registry, gTLD registry, security and regulatory
agency and multilateral coordination committee. The top-
level domain data, the blacklist data and the whitelist data
are backed up to each data distribution node, to construct the
root domain name co-governance chain. FIG. 4 shows a
schematic structural diagram of the root domain name
co-governance chain. The root domain name co-governance
chain includes: a security and regulatory agency, a gTLD
registry, a gTLD multilateral coordination committee, a
ccTLD registry, a ccTLD multilateral coordination commit-
tee, an on-chain recursive resolution server, and data distri-
bution nodes. The gTLD registry and the gTL.D multilateral
coordination committee are configured for gTL.D manage-
ment. The gTLD registry is configured to: provide an
intelligent domain name management interface, perform
hybrid consensus mechanism (PBFT-DPOA and other algo-
rithms), participate in gTLD chain consensus, synchronize
gTLD and ccTLD blocks, and publish TLD record informa-
tion, blacklist and whitelist. The ccTLD registry and the
ccTLD multilateral coordination committee are configured
for c¢cTLD management. The ccTLD registry is configured
to: provide an intelligent domain name management inter-
face, perform hybrid consensus mechanism (PBFT-DPOA
and other algorithms), participate in ccTLD chain consen-
sus, synchronize gTT.D and ccTLD blocks, and publish TL.D
record information, blacklist and whitelist. The PoA con-
sensus algorithm is performed based on a value of an
identity, indicating that a producer and a verifier of a block
are selected depending on personal credibility and authority.
The members of the system include various national domain
name registries and some well-known gTLD registries. With
regard to DPOA, 2N-1 node representatives for represent-
ing the system is generated by a voting mechanism, and only
the 2N-1 nodes are used to generate a block. With regard to
PBFT-DPOA, Byzantine Fault Tolerance (BFT) is a fault-
tolerant technology in the field of distributed computing.
Byzantine hypothesis is a model of the real world. Due to
hardware errors, network congestion or interruption, and
malicious attacks, computers and networks may exhibit
unexpected behavior. The Byzantine Fault Tolerance tech-
nology is designed to handle the abnormal behaviors and
meet the specifications of the problem to be solved. PBFT is
the abbreviation of Practical Byzantine Fault Tolerance, that
is, a Practical Byzantine Fault Tolerance Algorithm. The
algorithm was proposed by Miguel Castro and Barbara
Liskov in 1999, to solve the problem of low efficiency of the
original Byzantine Fault Tolerance algorithm.

In step S102, trusted root zone data is obtained based on
the root domain name co-governance chain, and a co-
governance root service is constructed based on the trusted
root zone data.

In an embodiment of the present disclosure, a “co-gov-
ernance root” provides a root zone resolution function by
obtaining trusted root zone data from the root domain name
co-governance chain. The function mainly includes: firstly,
support for the “co-governance root” to synchronize the
latest data of the root zone via the data distribution nodes on
the root domain name co-governance chain; and secondly,
the “co-governance root” is designed to fully compatible
with the current recursive resolution service mode. In an
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embodiment, it may be determined whether there is un-
backed up TLD data in IANA, and the determination process
may be based on an identifier, a time point, or other preferred
determination method. The specific determination process is
not limited in the embodiments of the present disclosure. If
there is un-backed up TLD data in IANA, the TLD data may
be supplemented from the IANA, to realize a smooth
evolution of the structure of the co-governance root. Thirdly,
DNSSEC function is supported.

In step S103, a domain name is resolved by applying a
recursive resolution mode based on the co-governance root
service and corresponding data in the root domain name
co-governance chain, in response to receiving a domain
name resolution request.

In an embodiment of the present disclosure, an enhanced
recursive resolution node obtains the top-level domain name
data, the domain name blacklist, and the domain name
whitelist from the co-governance chain, to quickly respond
to the domain name resolution request from the user. This
enhanced recursive resolution node mainly functions for:
quickly responding to the domain name resolution request
from the user based on the domain name blacklist and the
domain name whitelist, to improve the performance of
recursive resolution on the domain name; obtaining an
on-chain global top-level domain data, a domain name
blacklist, and a domain name whitelist in real time from the
root domain name co-governance chain; and for a domain
name resolution request in which the domain name is not
included in the domain name blacklist and the domain name
whitelist, iteratively querying, as a general recursive server,
a top-level domain name server.

The resolution process is described as follows. The client
transmits a query request to the domain name server, that is,
the recursive server. If the recursive server does not find an
IP address of the queried domain name, the recursive server
transmits a query request message to the co-governance root
with a client’s identity and performs a next query. If the
co-governance root does not locally find information related
to a top-level authoritative domain of the queried domain
name, the co-governance root initiates a request to the root
domain name co-governance chain (initiates a request to
TANA simultaneously during a transition period), to obtain
the information related to the top-level authoritative domain
of the queried domain name.

After obtaining IP information of the top-level authorita-
tive domain, the recursive server starts the top-level authori-
tative domain service for querying the IP address of the
queried domain name, and returns the IP information of the
queried domain name to the client after obtaining the IP
address.

The client obtains the IP information of the queried
domain name and accesses the corresponding service.

In addition, the top-level domain management agency
publishes its root domain name and related resource records
by its public and private key pairs, and writes its root domain
name and related resource records in the co-governance
chain. The co-governance root node receives a change
notification about the root domain name record in the
co-governance chain, and updates its local related records.

A method for resolving a domain name based on a
co-governance chain is provided in the present disclosure.
The method includes: determining data distribution nodes,
and constructing a root domain name co-governance chain
based on the data distribution nodes; obtaining trusted root
zone data based on the root domain name co-governance
chain, and constructing a co-governance root service based
on the trusted root zone data; and resolving a domain name
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by applying a recursive resolution mode based on the
co-governance root service and corresponding data in the
root domain name co-governance chain, in response to
receiving a domain name resolution request. With the above
resolution method, a root domain name co-governance chain
is constructed based on blockchain technology, without
performing centralized management by the Internet
Assigned Numbers Authority. With the root domain name
co-governance chain, a decentralized processing mode is
used, each node is equal, and it is only required to make an
adjustment in a certain node upon resolving a domain name,
thereby avoiding the risks, such as single point management
and centralization.

In an embodiment of the present disclosure, a new root
service system, which is equal, open, scalable and supervis-
able, can be realized by using the “co-governance root™, a
co-governance root data management system, which is
decentralized, participated by multiple parties, endogenous
security, and supervisable, can be realized by using the “root
domain name co-governance chain”, and a secure and reli-
able data support is provided for the co-governance root by
the data distribution nodes on the root domain name co-
governance chain. The root domain name co-governance
chain includes a domain name registration management
agency, a multilateral coordination committee, a security
and regulatory agency, data distribution nodes, an on-chain
resolution service agency, and the like, and supports multi-
lateral and multipartite participation.

It is compatible with the current domain name system
protocol and the existing massive infrastructure to realize a
deployable implementation, that is, the co-governance root
is deployed and evolved in stages, and a potential mode is
as follows. In a first stage, a few TLDs are deployed and
verified with TANA data as a supplement; in a second stage,
most ccTLD data is managed by the co-governance root, and
TIANA synchronizes data from the co-governance root; and
in a third stage, the co-governance root provides services
independently.

Based on the method for resolving a domain name based
on a co-governance chain, an apparatus for resolving a
domain name based on a co-governance chain is provided in
an embodiment of the present disclosure. FIG. 5 shows a
schematic structural diagram of the resolution apparatus.
The apparatus includes: a determination and construction
module 201, a construction module 202, and a resolution
module 203.

The determination and construction module 201 is con-
figured to determine data distribution nodes, and construct a
root domain name co-governance chain based on the data
distribution nodes.

The construction module 202 is configured to obtain
trusted root zone data based on the root domain name
co-governance chain, and construct a co-governance root
service based on the trusted root zone data.

The resolution module 203 is configured to resolve a
domain name by applying a recursive resolution mode based
on the co-governance root service and corresponding data in
the root domain name co-governance chain, in response to
receiving a domain name resolution request.

An apparatus for resolving a domain name based on a
co-governance chain is provided in the present disclosure.
The apparatus is configured to: determine data distribution
nodes, and construct a root domain name co-governance
chain based on the data distribution nodes; obtain trusted
root zone data based on the root domain name co-gover-
nance chain, and construct a co-governance root service
based on the trusted root zone data; and resolve a domain
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name by applying a recursive resolution mode based on the
co-governance root service and corresponding data in the
root domain name co-governance chain, in response to
receiving a domain name resolution request. With the appa-
ratus according to the present disclosure, a root domain
name co-governance chain is constructed based on block-
chain technology, without performing centralized manage-
ment by the Internet Assigned Numbers Authority. With the
root domain name co-governance chain, a decentralized
processing mode is used, each node is equal, and it is only
required to make an adjustment in a certain node upon
resolving a domain name, thereby avoiding the risks such as
single point management and centralization.

In an embodiment of the present disclosure, the determi-
nation and construction module 201 includes: a determina-
tion unit 204, an acquisition unit 205, and a backup unit 206.

The determination unit 204 is configured to determine
each of the data distribution nodes in the root domain name
co-governance chain, based on a country code top-level
domain system and a generic top-level domain system.

The acquisition unit 205 is configured to obtain top-level
domain data, blacklist data and whitelist data.

The backup unit 206 is configured to back up the top-level
domain data, the blacklist data and the whitelist data to each
of the data distribution nodes, to construct the root domain
name co-governance chain.

In an embodiment of the present disclosure, the construc-
tion module 202 includes: a synchronization unit 207, a
mode configuration unit 208, and a function configuration
unit 209.

The synchronization unit 207 is configured to synchronize
the trusted root zone data to the co-governance root service
via the data distribution nodes in the root domain name
co-governance chain.

The mode configuration unit 208 is configured to set a
recursive resolution service mode in the co-governance root
service.

The function configuration unit 209 is configured to
configure a DNS security extension function in the co-
governance root service.

In an embodiment of the present disclosure, the resolution
module 203 includes: an acquisition unit 210, a first trans-
mission unit 211, and an acquisition and feedback unit 212.

The acquisition unit 210 is configured to obtain an IP
address contained in the domain name resolution request, in
response to receiving the domain name resolution request.

The first transmission unit 211 is configured to transmit a
resolution request to the co-governance root service when
the IP address is not found by a recursive server.

The acquisition and feedback unit 212 is configured to
transmit a resolution request to the root domain name
co-governance chain when the IP address is not found by the
co-governance root service, obtain top-level authoritative
domain information associated with the IP address, and
feedback the top-level authoritative domain information.

It is noted that the embodiments in this specification are
described in a progressive way. Each embodiment empha-
sizes the differences from others, and the same or similar
parts among the embodiments can be referred to each other.
Since the apparatus disclosed in the embodiments corre-
sponds to the method therein, the description thereof is
relatively simple, and for relevant parts, references may be
made to the description in the method embodiment.

Finally, it should be further noted that the relationship
terminologies such as “first”, “second” and the like are only
used herein to distinguish one entity or operation from
another entity or operation, rather than to necessitate or
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imply that the actual relationship or order exists between the
entities or operations. Furthermore, terms of “include”,
“comprise” or any other variants are intended to be non-
exclusive. Therefore, a process, method, article, or device
including multiple elements includes not only the elements
but also other elements that are not enumerated, or also
includes the elements inherent for the process, method,
article or device. Unless expressively limited otherwise, the
statement “comprising (including) a . . . ” does not exclude

the case that other similar elements may exist in the process, 10

method, article or device including these elements.

For the convenience of description, the apparatus is
divided into various units according to the functions and
each unit is described separately. Apparently, in practicing
the present disclosure, functions of the units may be imple-
mented in a same or more software and/or hardware.

According to the embodiments described above, those
skilled in the art can clearly know that the present disclosure
may be implemented by means of software in conjunction
with necessary general-purpose hardware platform. Based
on such understanding, essential parts or parts contributing
to the conventional technology of technical solutions of the
present disclosure may be embodied as a software product.
The computer software product may be stored in a storage
medium, such as, a ROM/RAM, a magnetic disc, or an
optical disk, and the computer software product includes
multiple instructions for enabling a computer device (which
may be a personal computer, a server, a network device or
the like) to perform the methods described in various
embodiments or some parts of the embodiments of the
present disclosure.

A method and an apparatus for resolving a domain name
based on a co-governance chain are described in detail
hereinbefore. The principle and the implementation of the
present disclosure are illustrated herein by specific
examples. The above description in the embodiments is only
intended to assist understanding the method and idea of the
present disclosure. For those skilled in the art, modification
may be made to the specific embodiment and application
range according to the concept of the present disclosure. In
summary, the contents of this specification should not be
interpreted as a limitation to the present disclosure.

The invention claimed is:
1. A method for resolving a domain name based on a
co-governance chain, comprising:

determining a plurality of data distribution nodes based on
a country code top-level domain system and a generic
top-level domain system;

obtaining top-level domain data, blacklist data and
whitelist data;

backing up the top-level domain data, the blacklist data
and the whitelist data to each of the plurality of data
distribution nodes, to construct a root domain name
co-governance chain;

obtaining trusted root zone data based on the root domain
name co-governance chain, and constructing a co-
governance root service based on the trusted root zone
data;

obtaining an IP address comprised in a domain name
resolution request, in response to receiving the domain
name resolution request;

transmitting a resolution request to the co-governance
root service when the IP address is not found by a
recursive server; and
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transmitting a resolution request to the root domain name
co-governance chain when the IP address is not found
by the co-governance root service, obtaining top-level
authoritative domain information associated with the IP
address, and feeding back the top-level authoritative
domain information.

2. The method according to claim 1, wherein the obtaining
trusted root zone data based on the root domain name
co-governance chain and constructing a co-governance root
service based on the trusted root zone data comprises:

synchronizing the trusted root zone data to the co-gover-

nance root service via the data distribution nodes in the
root domain name co-governance chain;

setting a recursive resolution service mode in the co-

governance root service; and

configuring a DNS security extension function in the

co-governance root service.

3. The method according to claim 1, further comprising:

obtaining a service corresponding to the IP address upon

finding the IP address.

4. The method according to claim 1, further comprising:

obtaining unbacked-up data from an Internet Assigned

Numbers Authority; and

backing up the unbacked-up data to the root domain name

co-governance chain.

5. An apparatus for resolving a domain name based on a
co-governance chain, comprising a processor and a non-
transitory memory storing computer instructions, wherein
the computer instructions when executed by the processor
cause the processor to:

determine a plurality of data distribution nodes based on

a country code top-level domain system and a generic
top-level domain system;

obtain top-level domain data, blacklist data and whitelist

data;

back up the top-level domain data, the blacklist data and

the whitelist data to each of the plurality of data
distribution nodes, to construct a root domain name
co-governance chain;
obtain trusted root zone data based on the root domain
name co-governance chain and construct a co-gover-
nance root service based on the trusted root zone data;

obtain an [P address comprised in a domain name reso-
Iution request, in response to receiving the domain
name resolution request;

transmit a resolution request to the co-governance root

service when the IP address is not found by a recursive
server; and

transmit a resolution request to the root domain name

co-governance chain when the IP address is not found
by the co-governance root service, obtain top-level
authoritative domain information associated with the IP
address, and feed back the top-level authoritative
domain information.

6. The apparatus according to claim 5, wherein the
computer instructions when executed by the processor fur-
ther cause the processor to:

synchronize the trusted root zone data to the co-gover-

nance root service via the data distribution nodes in the
root domain name co-governance chain;

set a recursive resolution service mode in the co-gover-

nance root service; and

configure a DNS security extension function in the co-

governance root service.
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